This paper presents an evaluation of a new biometric electrocardiogram (ECG) for individual authentication. We report the potential of ECG as a biometric and address the research concerns to use ECG-enabled biometric authentication system across a range of conditions. We present a method to delineate ECG waveforms and their end fiducials from each heartbeat. A new authentication strategy is proposed in this work, which uses the delineated features and taking decision for the identity of an individual with respect to the template database on the basis of match scores. Performance of the system is evaluated in a unimodal framework and in the multibiometric framework where ECG is combined with the face biometric and with the fingerprint biometric. The equal error rate (EER) result of the unimodal system is reported to 10.8%, while the EER results of the multibiometric systems are reported to 3.02% and 1.52%, respectively for the systems when ECG combined with the face biometric and ECG combined with the fingerprint biometric. The EER results of the combined systems prove that the ECG has an excellent source of supplementary information to a multibiometric system, despite it shows moderate performance in a unimodal framework. We critically evaluate the concerns involved to use ECG as a biometric for individual authentication such as, the lack of standardization of signal features and the presence of acquisition variations that make the data representation more difficult. In order to determine large scale performance, individuality of ECG remains to be examined.
Introduction
The electrocardiogram (ECG) is a noninvasive tool used to measure irregularities present in the functioning of the heart. It is a recording of bioelectrical activity of the heart representing the cyclical contraction and relaxation of atrium and ventricle. The most important features of the ECG include the information lying in the P, Q, R, S, and T waves corresponding to atrial and ventricular depolarization or repolarization. Two heartbeats of a sample ECG signal and the labeled wave fiducials are shown in Figure 1 . The ECG signals acquired from different individuals are heterogeneous, generally reflected in the change in morphology, amplitude and time interval of the heartbeats. The distinctiveness of ECG signals among individuals can be due to the difference in position, size and physical conditions of their hearts. The manner in which the heart's electrical phenomenon is led to individual's myocardium also plays an important role in producing unique features of heartbeat among individuals [1] .
Different methods in support of using ECG as a candidate of biometric have been proposed in the literature [2] [3] [4] [5] [6] [7] [8] . Unlike conventional biometrics like face and fingerprint, ECG has inherent real-time vitality characteristic. The presence of vitality signs in a biometric identity ensures that it is being collected from a live and legitimate individual at the time of enrollment. Besides the vitality feature, ECG as a biometric offers other advantages to an individual authentication system. The ECG information is intrinsic to an individual so it is highly secured and confidential; it is hard to steal and impossible to mimic. The ECG is universally present among all living individuals. However, the ECG is often used by physicians to diagnose cardiac and other related ailments. Through the deployment of ECG-enabled biometric system, the identity of an individual can be verified online during ECG monitoring or offline through the medical records. This identity verification is much more useful for the protection of person identification and protection of his/her privacy about the cardiovascular condition in particular to the cardiovascular patients [9] . Although the methods of using ECG as a biometric may not offer adequate accuracy, but it has potential to supplement the information for a multibiometric system. The inclusion of ECG to a multibiometric system not only improves the system accuracy but also it improves the robustness of the system against non-live samples to be enrolled.
In this paper, we evaluate the performance of an ECGenabled biometric authentication system, both in a unimodal framework, and in a multibiometric framework where ECG is combined with the commonly used face biometric and the fingerprint biometric. Signal processing methods are used to delineate the ECG features and determine the dominant fiducials from each heartbeat. Performance of the unimodal system is evaluated on the proposed authentication strategy which uses the delineated features and taking decision about the identity of an individual with respect to the template database on the basis of match scores. We report that the system achieves the moderate performance in a unimodal framework. Further, we tested the feasibility of ECG in a multibiometric framework where it combines with the face biometric and with the fingerprint biometric as a supplement of information especially for assuring vitality detection from biometric sample. We report that the ECG can be effectively combined with the face biometric and with the fingerprint biometric for individual authentication. Transformation based score fusion technique is used to obtain the multibiometric systems and evaluated their performance using equal error rate (EER) and Receiver Operating Characteristic (ROC) curve. In order to test the operational viability of ECG-enabled biometric authentication system across a range of conditions, several concerns remain to be examined. We critically examine each of the concerns involved to use ECG as a biometric for example, lack of standardization of ECG features, variability of ECG features, individuality of ECG to a larger population and heritability of ECG features etc.
Briefly, the paper is outlined as follows. Section 2 presents a review of the existing methods that explore the feasibility of ECG as a biometric. The description of ECG-enabled biometric authentication system is presented in Section 3. The performance of the system is tested on the public database of ECG and the authentication results are given in Section 4. Section 5 describes the potential of ECG to supplement the information for a multibiometric system supported with the experimental results. The discussion on the concerns on the operational viability of ECG-enabled biometric authentication system is given in Section 6. Finally, the conclusions are noted in Section 7.
Related Works
Different studies in the recent past have shown the feasibility of ECG as a new candidate of biometric for individual authentication [2] [3] [4] [5] [6] [7] [8] . Israel et al. [2] demonstrated that ECG of an individual exhibits unique pattern. They performed ECG processing for quality check and a quantifiable metrics is proposed for classifying heartbeats among individuals. A total of 15 intrabeat features based upon cardiac physiology are extracted from each heartbeat and the classification is performed using linear discriminant analysis. The tests show that the extracted features are independent to electrode positions (e.g., around chest and neck), invariant to the individuals state of anxiety and unique to an individual.
One of the earliest studies that demonstrate the possible use of ECG for biometric application is reported by Biel et al. [4] . They conducted the biometric experiment on a group of 20 subjects where 30 features are extracted from each heartbeat. In order to reduce the amount of information the features with a relatively high correlation with other features are discarded and finally, 12 features are selected for classification. A multivariate analysisbased method is used for classification; however princeple component analysis (PCA) score plot is utilized to interpret the similarities and differences of heartbeats among individuals. Shen et al. [5] conducted the biometric experiment for identity verification using appearance and time domain features of the heartbeat. However, most of the features are extracted from QRS complex that are stable with change in the heat rates. Template matching and decision-based neural network approaches are used to quantify the identity verification rates that are reported to 95% and 80%, respectively. After combining the classification approaches the result of identity verifycation is found to 100% for a group of 20 individuals.
Wang et al. [6] introduced two step fiducial detection framework that incorporates analytic and appearance based features from the heartbeat. The analytic features capture local information in a heartbeat which combines temporal and amplitude features while the appearance 2 cludes detection of P, Q, R, S, and T waves with their dominant fiducials from each heartbeat. Feature extraction includes determination of time intervals, amplitudes and angle features from dominant fiducials of its waveforms. Finally, authentication and decision are taken by comparing the stored template and the query sample.
based features capture the holistic patterns in a heartbeat. To better utilize the complementary characteristics of analytic and appearance features, a hierarchical data integration scheme is presented. The method used for feature extraction is based on a combination of autocorrelation (AC) and discrete cosine transform (DCT) which is free from fiducial detection. The recognition performance of AC/DCT method is found between 94.47% and 97.8%.
The heartbeats from the ECG trace are detected using QRS complex delineator which is implemented using the technique proposed in [10] with some improvements. It employs digital analysis of slope, amplitude and width information of ECG waveforms. Once the heartbeat is detected, temporal time windows are defined before and after QRS complex fiducials to seek for P and T wave delineations in each beat of the ECG.
Recently, Singh and Gupta [7, 8] explored the feasibility of ECG to aid in human identification. Signal processing methods are used to delineate ECG wave fiducials from each heartbeat. The delineation results are found optimum and stable in comparison to other published methods. The proposed P and T wave delineators are used along with QRS complex to extract different features from dominant fiducials of the electrocardiogram on each heartbeat. The proposed system is tested on 50 subjects ECG and the matching decisions are taken on the basis of correlation between the stored credential and the test ECG signal. The system is achieved the classifycation accuracy ~98%.
P Wave Delineator
P wave represents the atrium function of the heart. The time derivative-based delineation technique is used to delineate the P wave fiducials from the heartbeats [11] . The time derivative of the ECG, nT at time instant T is calculated using the following time difference equation,
ECG-Enabled Biometric Authentication System
where nT x represent the data sample of size n at discrete instance of time T. In order to determine P wave and its end fiducials, a time window is set heuristically which is extended from the beginning of QRS complex, onset to the beginning of heartbeat, QRS begin Be as shown in Figure 3 (a). The at begin fiducial can be determined by searching of first isoelectric sample prior to the start
Beat
The schematic description of ECG-enabled biometric authentication system is shown in Figure 2 . ECG signal which is acquired from the individuals is preprocessed for quality check. It makes the necessary correction of the signal from noise and artifact. ECG delineation in- 
The level of high frequency noise present in the beat can be estimated, firstly, by passing the beat to highpass filter,
which determines the presence of artifacts in the beat. 
where K is a constant which is set through the experiment. The begin and the end fiducials of P wave, offset and onset , respectively are determined by tracing the ECG signal in time-reverse order within the time window. The location of offset is found at sample where the slope is most negative with some adjustment. The peak of P wave, P P P peak is found at the sample where the sign of slope is changed (zero crossing). After localization of peak, remaining signal is traced posteriorly for the detection of onset fiducial. It is found at the sample where estimated value of noise exceeded to the slope. Found location shown in Figure 3(b) is the fiducial. 
T Wave Delineator
T wave represents ventricles repolarization. The problem with T wave delineation is its repolarization cycle which terminates faster while it has lower stimulation in comparison to the noise artifact present in the beat. This makes detection of T wave end fiducial, offset T more cumbersome. For the efficient detection of T wave end fiducials, the technique based on the analysis of waveform curvature is used [12] . It has corrected the signal from oscillatory patterns of reference potential using a recursive lowpass filter of following difference equation,
where n x represents the data sample of size n at discrete instant of time T. Prior to start of delineation process, a search window is set heuristically with respect to end position of QRS complex which is extended from offest 80ms to 1 as shown in Figure 4 . The peak fiducial of T wave is determined using the technique of time derivative and adaptive threshold criterion, as similar to P wave with some adjustments.
QRS 
The end fiducials of T wave are determined using the analysis of its waveform curvature that assumes the part of curvature near to its ends is convex. The signal is tracked downhill and finds the location of minimum radius of curvature as shown in Figure 5 . After fixing the time difference between sample points A, B and A, C, the minimum radius of curvature is determined by maximizing BL using vector cross product between two directed line segments i.e.,
ECG Feature Set
In order to validate ECG as a biometric for individual authentication, a feature set is prepared from the extracted fiducials of P, Q, R, S, and T waves from each heartbeat [8] . The feature set contains the attributes of different classes: interval features, amplitude features and angle features which are listed in Table 1 . Thirteen interval features from different times instances of the dominant fiducials of P, Q, R, S, and T waves are computed which are shown in Figure 6 (a). Amplitude features are computed relative to the amplitude of R peak which is found invariant to change in the heart rate. We compute four amplitude features between the difference of amplitudes from P, Q, S, and T waves to R peak as shown in Figure 6(b) . The angle class of features is related to angular displacement between different peak fiducials of P, Q, R, S and T waves. Here, the aim is to extract those features which are stable and consistent to the change in heart rate. The angle features are shown in Figure 7 .
Feature Normalization
Normalization is an important issue to obtain consistent features from change in the heart rate. The heart rate varies due to change in pressure inside the heart and ventricular volume. Change in heart rate consequently changes the duration of P wave, PR interval and QT interval. Thus the features of P and T waves are normalized by dividing them to the beat length,
I
CI PR QT  while RQ and RS are used as raw features.
In order to investigate the effects of varying heart rate on peak fiducials of different waveforms, it is found that artial deflection do not change with the heart rate. Ventricular activation and the recovery of ventricles from stimulation are fairly invariant with change in heart rate. Therefore, raw amplitude and angle features are used in the experiment. 
Generation of Scores from Feature Vectors
We have adopted statistical framework approach to generate match score from the feature vectors of the template and the query samples. Consider, 1 and 2 are two classes correspond to genuine and impostor. Let f be a feature vector denoted as 1 
Using Bayesian decision theory [14] the risk of misclassification such as assigning of query sample f to class , i = 1, 2, for which the conditional risk defined as
is minimum where is the loss incurred in deciding i when the true class is  , 
Since the measures of query sample are independent conditionally to the class, therefore the required probabi computed by combining different lity may be 
where ( ) g  is a monotonic function and is the error of estimation caused by the matcher [15] . If we assume 
Authentication Strategy
The computational procedure to generate the match scores from the comparison of query sample to the database template of ECG features is described as follows. Consider, an individual i has an ECG data set of t unit of time. The m subdata sets of length s unit of time (s < t) are arbitrarily selected from the complete trace of an ECG. A vector of d-features is extracted from each subdata set. Let be the pattern matrix consisting of m vectors of individual i of size which can be defined as,
where element , j k f represents the kth feature of jth subdata set. The purpose of arbitrarily selection of subdata set is to statistically analyze the variations present in different heartbeats of an individual ECG. Consider, the population size is n, so there are n different ECG data sets. Thus, n different pattern matrices are generated in the database where
 Let an individual have a query sample Q that generates the feature vector 1 2 , , ,
Statistically, the distance between the attributes of a query sample and feature vectors of a pattern matrix of an individual i is computed using Euclidean distance as follows,
where j = 1, 2,… m. The sum of Euclidean distances between attributes of feature vectors gives the distance score measure for individual i, as
for all subdata sets j = 1, 2,…m. In order to acknowledge the variations present in the ECG data set of an individual i, the mean of the distance scores, denoted as   i s can be computed and determined as follows
A smaller value of distance score indicates a good match while a higher value of distance score indicates a poor match. The distance scores is then, converted to the similarity scores by subtracting each from the maximum value of the score set.
Experimental Results
The performance of the ECG-enabled biometric authentication system is evaluated on the ECG database prepared from public database of PhysioBank archives [16] . ECG recordings of 73 subjects from the class European ST-T Database, MIT-BIH Normal Sinus Rhythm Database, MIT-BIH Arrhythmia Database and QT Database are selected and the template database is prepared. Since the database only offers one ECG signal for each subject, therefore the complete record is divided in two halves such that the first half is used for preparing the template set and the latter half is used for test set.
The match scores distributions of impostor and genu-ine cases are shown in Figures 8(a) and (b) , respectively while the equal error rate (EER) of the system is found to 10.8% as shown in Figure 8(c) . The performance of ECG-enabled biometric system is shown using Receiver Operating Characteristic (ROC) curve in Figure 9 . It shows that the system has genuine acceptance rate (GAR) of 59% at zero false acceptance rates (FAR). The performance of the individual system gradually increases and reached to GAR of 82% at FAR of 7%. The EER result and the ROC curve show that the authentication performance of the ECG-based biometric system is low and hardly to compete the performance of the conventional biometrics (e.g., fingerprint and irises). However, ECG can be combined with other biometric and provide an excellent source of supplementary information in a multibiometric framework.
Fusion of ECG with Face and Fingerprint Biometrics
The ECG-based biometric system performs moderately in a unimodal framework. We show that ECG has the potential to supplement the information for a multibiometric system. In particular, we tested the performance of the multibiometric systems obtained from the fusion of ECG with face biometric and ECG with fingerprint biometric. The objective of the inclusion of ECG with face biometric and the ECG with fingerprint biometric is because; ECG is a physiological signal that has inherent real time vitality signs. In addition, the ECG information is intrinsic to an individual so it is hard to steal and impossible to mimic. Therefore, ECG as a biometric is robust enough against spoof attacks or falsification. We hypothesis that ECG can be combined with face or fingerprint biometrics, effectively. Transformation based score fusion technique; in particular weighted sum rule is used to combine the match scores of different biometrics. Consider the performance of the fused biometric system is evaluated on the fusion technique that works on the assumption that weights of different identities are inversely proportional to their equal error rate (EER). Let
We acquired the face and the fingerprint biometrics information from the public database of NIST-BSSR1 [17] . In particular scores Set 1 is used in this experiment. From this set, the fingerprint scores are generated from the comparison of two right index fingerprints and the face scores are generated from the comparison of two frontal faces by the face recognition system labeled C. Since the databases of ECG, face and fingerprint biometrics are different, therefore we can assume that an individual in ECG database has a face and fingerprint information in other database and thus creating a virtual multibiometric system. From these sets, we prepare the face and fingerprint biometrics information of 73 subjects, where the individuals are selected arbitrarily from the given list of users. The equal error rate (EER) results of the unimodal systems of face and fingerprint biometrics is found 4.52% and 2.12%, respectively.
The performance of fused biometric systems of ECG with face and ECG with fingerprint are shown in Figures  9 and 10 , respectively. The EER results of the aforementioned systems are reported 3.02% and 1.52%, respectively for the fused system of ECG with face and ECG with fingerprint biometric. The performance of the individual systems is face and fingerprint is reported to GAR of 87% and 95%, respectively for face and finger-print at zero FAR. The fused systems of ECG with face and ECG with fingerprint have achieved the performance to GAR of 94% and 96%, respectively at zero FAR. The performance of the fused systems improve further and reached to GAR of 99% and 100%, respectively for ECG with face and ECG with fingerprint at relatively higher values of FAR of 7%. These results confirm that the ECG can be fused with face and fingerprint biometrics, effectively for individual authentication.
Concerns of ECG-Enabled Biometric
Authentication System 3) Individuality of ECG. 4) Heritability of ECG waves. 5) Customization of ECG-enabled biometric system.
Lack of Standardization of ECG Features
Most methods that describe ECG as a biometric are based on the temporal or heuristic selection of wave boundaries on time and amplitude domain. Using the information of local maxima, local minima and zero crossings at different scales, the methods identify the significant fiducials of the ECG waves. The effectiveness of these methods rely on the accuracy of the detected fiducials which is a challenge due to the lack of any standardized definition of effective localization of ECG wave boundaries.
To use ECG as a biometric, the knowledge utilized by researchers is mainly based on medical findings of ECG information and they analyze the ECG on the approximate information of medical dominant fiducials. Although, the approximate localization of different waves fiducials may sufficient for clinical diagnosis but this information is certainly not sufficient for biometric decision making. Because the applications of using ECG as biometric expect the exact localization of ECG waves fiducials and a slight variation in localization of these fiducials may cause a misclassification i.e., false acceptance or false rejection errors over a large data sets.
Variability of ECG Features
Another concern that limits the use of ECG for biometric applications is the variability of cardiac rhythm within the subjects or between the subjects. Heart rate varies with individual's physiological and mental conditions. Stress, excitement, exercise and other working activities may have impact on the heart rate and it can elevate. It is to be noted that other than changes in the rhythm of heartbeat, the morphology of an ECG remains unchanged. The changes in the heart rate consequently varying different patterns of the ECG, like RR interval, PR interval, and QT interval. These features are carefully transformed and make them free from the variations in the heart rate before using for biometrics applications [8] . An interesting discussion on the link between the individual's physiology and the heart rate has been given in [8] . Aging may impact heartbeat mainly up to the age of adolescence. Some features of heartbeat may vary due to the progressive change in individual's anatomy to the adolescence (~16 years of age).
Other factors like presence of artifacts and emergence of irregular beats may cause the changes in the morphology of the heartbeat. The dominant frequency of powerline interference 50 -60 Hz can distort the ECG morphology while the presence of ectopic beats or premature beats can make the individual's classification harder. Most methods have employed the techniques that have been tested on a limited class of ECG patterns. Therefore, it is needed that the method can be extended to any number of morphologically distinct ECG waveforms for the operational viability of ECG-enabled biometric authentication system.
Individuality of ECG
Biometric individuality is a major concern to assess the performance of a biometric system. Individuality of a biometric refers the likelihood of interclass variability and intraclass similarity of testing patterns observed in a target population. For example, individuality of ECG refers that up to what extent the ECG patterns are scalable in a target population of sufficiently larger size. Statistically, the problem of individuality of ECG is yet to be studied.
Unlike to that, the feasibility of ECG for biometric use of individual authentication explored by most methods has been tested on a limited data size e.g., 20 subjects [4, 5] ; 31 subjects [6] ; 29 subjects [3] ; and 50 subjects [8] . In order to assess large scale performance, the methods need to be tested on comparatively larger data size.
Heritability of ECG Waves
The heritability analysis of ECG has shown intraclass correlation between adult male twins (monozygotic and dizygotic). In particular, ventricular repolarization and heart rate are significant heritable components while composite Q, R, S waves do not show a significant heritable component [18] .
Customization of ECG-Enabled Biometric System
A customized ECG-enabled biometric system similar to an ECG analyzer which diagnoses cardiac ailments online is needed that can perform the authentication task across a range of conditions. The size of such a device is as small as a mobile phone so that it could be kept in the pocket and performs the authentication task during an individual's normal activity.
Conclusions
This paper has evaluated the feasibility of ECG as a biometric for individual authentication and proposed a method for ECG-enabled biometric authentication system. Unlike conventional biometrics that are neither secrets nor robust enough against falsification, ECG is inherited to an individual which is highly secure and impossible to be forged. Most importantly, ECG has an inherent real-time feature of vitality signs which ensures that an ECG cannot be acquired unless the person is not live or it can not be acquired unless the person to be authenticated is not present at the authentication desk. Therefore, it is robust enough against the falsified credentials to be enrolled in the system. We have shown that ECG has potential to provide an excellent source of supplementary information in a multibiometric system. The fusion of ECG with the face biometric and with the fingerprint biometric has shown a significant improvement in authentication performance of both of the fused systems. In addition, we have critically examined the research concerns of ECG-enabled biometric authentication system across wide range of conditions. The laboratory demonstration of the biometric use of ECG has shown great promise, but the fruitful directions for further research include the following: 1) The ECGenabled biometric system must perform the authentication task across wide range of conditions over a larger population including the data acquired at larger time intervals. 2) It is important to discover that up to what extent an ECG varies under different anxiety levels. An investigation of robustness to the subjects of different emotional states is still needed to validate the results of most methods.
3) The analysis methods of ECG signal is still in its infancy. The exploration of alternative classification techniques that are robust to handle variations in the features present that is to be claimed. 4) Specific efforts are needed to check the quality of the signals which is acquired abruptly. It may be because of noncooperation of the user or the presence of some artifacts in the signal. It would support the data representation methods which are working in non-standardized features framework.
